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DETAILED ACTION 

1. Claims 1-17 have been examined and are rejected. 

Specification 

2. The following informalities require correction: 
"prodogy" in paragraph 0018, page 6; 

"some blocks will this be preformed in" in paragraph 0035, page 10; and 
"chooses two subscribe" in paragraph 0053, page 15. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a 
printed publication in this or a foreign country, before the invention thereof by the applicant for a 
patent. 

4. Claims 1 -4, 6-1 1 , and 1 3-1 6 are rejected under 35 U.S.C. 1 02(a) as being 
anticipated by Ramasubramani et al., U.S. Patent 6,516,316 (hereafter "Rama"). 

5. As per claims 1,10, and 13, Rama teaches a method performed by an Internet 
Service Provider ("ISP") to reduce certificate revocation lists ("CRL") at access points of 
a wireless access network providing access to the ISP, the method comprising: (Rama, 
col. 5, lines 24-34) 
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receiving a subscription request from a user terminal capable of accessing the 
ISP using the wireless access network; (Rama, col. 6, line 63 to col. 7, line 15) 

assigning a subscription identifier to the user terminal; (Rama, col. 6, line 63 to 
col. 7, line 15; fig. 3 and 4B) 

providing a service certificate signed by a certificate authority including the 
subscription identifier; and providing, to the user terminal, one or more session 
certificates to be used to access the wireless access network, the session certificates 
having a shorter validity period than the service certificate (Rama, col. 7, lines 43-68; 
col. 13, lines 16-59; col. 14, lines 24-47; and fig. 4B, where short length session 
certificates are provided to connecting clients accessing their destination service 
provider while longer length service certificates are maintained to enable simplified 
access). 

6. As per claims 2 and 14, Rama teaches the system further comprising: 
receiving the service certificate from an access point being used by a user 

terminal to access the wireless access network; determining whether the service 
certificate is valid; and providing one or more new session certificates to the user 
terminal if the service certificate is valid (Rama, col. 14, lines 23-48; fig. 6A and 6B). 

7. As per claims 3 and 15, Rama teaches the system further wherein determining 
whether the service certificate is valid comprises searching a certificate revocation list 
(Rama, col. 1 1 , line 59 to col. 12, line 38). 
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8. As per claims 4, 1 1 , and 16, Rama teaches the system further wherein the one or 
more session certificates are each associated with a link-level session available to the 
user terminal (col. 5, lines 23-33 and fig. 3, where each certificate is based on a link- 
level wireless connection). 

9. As per claim 6, Rama teaches a method performed by an access point of a 
wireless access network, the method comprising: 

receiving a digital certificate from a user terminal seeking access to the wireless 
access network, the digital certificate to be used to authenticate the user terminal; 
determining a type of the digital certificate; and determining the validity of the digital 
certificate by searching a certificate revocation list (CRL) associated with the type of the 
digital certificate (Rama, col. 6, line 63 to col. 7, line 15; fig. 3 and 4B; see revocation list 
and checking performed in col. 11, line 59 to col. 12, line 38). 

10. As per claim 7, Rama teaches the system further wherein determining the type of 
the digital certificate comprises determining whether the digital certificate comprises a 
service certificate or a session certificate (Rama, col. 11, line 59 to col. 12, line 38; see 
col. 9, line 55 to col. 10 line 14 and fig. 4B). 

11. As per claim 8, Rama teaches the system further wherein the validity periods of 
session certificates is shorter than the validity periods of session certificates (Rama, col. 
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7, lines 43-68; col. 13, lines 16-59; col. 14, lines 24-47; and fig. 4B, where short length 
session certificates are provided to connecting clients accessing their destination 
service provider while longer length service certificates are maintained to enable 
simplified access). 

12. As per claim 9, Rama teaches the system further wherein the CRL associated 
with session certificates is shorter than the CRL associated with service certificates 
(Rama, e.g., see varying length certificate list of fig. 4B). 

Claim Rejections - 35 (JSC § 103 

13. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

14. Claims 5, 12, and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Ramasubramani et al., U.S. Patent 6,516,316 (hereafter "Rama") and "RFC 1661: 
The Point-to-Point Protocol (PPP)." 

15. As per claims 5, 12, and 17, Rama teaches the above, yet fails to explicitly teach 
wherein each link-level session comprises a PPP session. 

RFC 1661 teaches the use of the Point to Point Protocol for establishing link level 
networking connections (RFC 1661, abstract and Introduction section 1). 
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It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to have combined Rama and RFC 1661 to provide the point to 
point protocol encapsulation of RFC 1661 in the system of Rama, because doing so 
would enable additional connection configurations that would benefit the type and 
quantity of devices that are connectable to the network (see Rama, col. 5, lines 1-10). 

Conclusion 

16. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. This includes: 

U.S. Patent No. 6,553,219, which describes a method of connecting mobile 

devices to internet service providers; 

U.S. PGPub 2002/0056050, which describes a certificate revocation 
management system; and 

U.S. PGPub 2003/0165241, which describes a method of geographically 
controlled digitally signed content management. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nicholas Taylor whose telephone number is (571) 272- 
3889. The examiner can normally be reached on Monday-Friday, 8:00am to 5:30pm, 
with alternating Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Rupal Dharia can be reached on (571) 272-3880. The fax phone number 
for the organization where this application or proceeding is assigned is (571) 273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




Nicholas Taylor 
Examiner 
Art Unit 2141 



